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ABSTRACT: The rising use of digital devices in examination settings has made it difficult to detect subtle forms of 

malpractice through traditional supervision alone. This work presents an AI-based monitoring approach that uses real-

time video analysis and object detection to identify cheating-related items such as mobile phones, watches, books, and 

laptops. A hybrid model combining COCO-SSD and YOLOv8 enhances detection accuracy and supports automated 

surveillance. The system demonstrates how intelligent monitoring can strengthen exam integrity and provide a reliable 

foundation for future AI-driven proctoring solutions. 
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I. INTRODUCTION 

 

Maintaining fairness in offline examinations has become increasingly difficult as modern technologies allow for 

concealed and sophisticated cheating attempts. Manual invigilation often struggles to detect such activities in large 

exam halls, creating a need for automated methods that can operate consistently and with greater precision. 

 

Advances in Artificial Intelligence and Machine Learning provide effective tools for real-time monitoring. Computer 

vision models can analyze camera feeds, detect suspicious objects, and assist invigilators by reducing oversight errors. 

Integrating these technologies creates a scalable and reliable framework for strengthening academic integrity in 

examination environments. 

 

II. LITERATURE SURVEY 

 

Recent studies have documented a considerable increase in academic dishonesty during technology-assisted 

examinations, especially during the COVID-19 period, emphasizing the need for stronger and more automated 

proctoring mechanisms [1]. Machine learning approaches have been widely explored for analyzing cheating behaviors, 

with researchers demonstrating that behavioral patterns and multi-account interactions can be effectively detected using 

data-driven models [2]. Other works have examined eye-tracking and gaze-based monitoring, showing that visual 

attention patterns can provide reliable indicators of engagement and potential misconduct, and that low-cost mobile-

based tracking can support real-time proctoring applications [3], [6]. 

 

Scholars have also highlighted the role of psychological and ethical factors in influencing a student's likelihood to 

cheat, noting that academic pressure, personal motivation, and moral reasoning remain key contributors to dishonest 

practices [4], [5]. In parallel, advancements in deep learning have enabled robust activity-recognition and behavior-

analysis systems, which have shown strong applicability in identifying anomalies and human actions across various 

environments, including those relevant to examination settings [8]–[10]. More recent research proposes hybrid 

surveillance frameworks that integrate multiple sensing modalities—such as behavioral analytics, ML-based classifiers, 

and video monitoring—to improve detection accuracy. However, comprehensive real-time solutions tailored 

specifically to offline examinations remain limited, indicating continued scope for systems that combine object 

detection, multi-camera integration, and automated alerts to enhance malpractice detection [11], [12]. 
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III. PROBLEM STATEMENT 

 

Ensuring fairness in offline examinations is difficult due to various forms of malpractice such as the use of mobile 

phones, hidden materials, or unauthorized electronic devices. Manual invigilation is often insufficient, especially in 

large examination halls with multiple students and limited staff. To address this challenge, the project aims to develop 

an AI-powered real-time monitoring system that utilizes multi-camera video streaming and object detection techniques 

to automatically identify cheating-related objects and activities. The system enhances exam surveillance by detecting 

mobile phones, books, laptops, and other suspicious items, providing live alerts and visual evidence, thereby 

strengthening academic integrity. 

 

IV. OBJECTIVES 

 

• To develop an automated real-time monitoring system using advanced computer vision techniques that can detect 

exam malpractice by identifying objects such as mobile phones, watches, books, laptops, and other unauthorized 

materials through integrated COCO-SSD and YOLOv8 deep learning models. 

• To build a centralized Flask-based framework capable of receiving video streams from multiple devices, 

processing frames efficiently, and generating annotated outputs along with timestamped evidence to ensure 

transparency and reliable incident documentation. 

• To strengthen examination integrity by minimizing dependence on manual invigilation, enabling continuous AI-

driven supervision, and reducing the likelihood of undetected cheating in offline examination environments. 

 

V. PROPOSED SOLUTION 

 

The proposed system uses an AI-powered framework to automate malpractice detection in offline examinations. Video 

feeds from laptops, mobile cameras, and external webcams are directed to a central Flask server, where individual 

frames are processed through a dual-model pipeline. COCO-SSD detects persons, mobile phones, and watches, while 

YOLOv8 identifies additional items such as books and laptops. Detection outputs are merged, annotated, and stored as 

evidence. A real-time dashboard presents device activity, student counts, and malpractice alerts, enabling invigilators to 

monitor exam halls efficiently. This approach reduces reliance on manual monitoring and increases the accuracy and 

consistency of malpractice detection.  
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VI. SYSTEM DESIGN 

 

1. SYSTEM ARCHITECTURE  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure1: System Architecture of Janmitra 

 

The system architecture is designed as a modular pipeline beginning with live video capture from connected devices. 

Each device uses a browser interface to extract frames and upload them to the Flask backend, which serves as the 

central processing unit. Transmitting images instead of continuous video ensures compatibility across hardware types 

and maintains low latency during frame transmission. 

 

At the server level, incoming frames pass through a hybrid detection module that integrates COCO-SSD and YOLOv8. 

The first model identifies persons and handheld devices, while the second detects larger or varied objects related to 

malpractice. After merging detection results, the system determines whether an alert should be raised and stores 

annotated evidence along with metadata. A live dashboard visualizes the detections, logs, and device activity, enabling 

invigilators to efficiently track incidents and overall exam conditions. 
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VII. RESULTS 

 

1. Snapshots Of the Proposed System 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: System Dashboard Interface 

 

This figure shows the main dashboard of the Exam Malpractice Detection System, displaying real-time statistics such 

as total students detected, total malpractice events, and current alerts. A QR code is provided to allow multiple devices 

to connect instantly and stream their camera feed to the server. 

 

 

 

 

 

 

 

 

 

 

  

  

 

 

 

 

 

 

 

 

 

 

Figure 3: Device and Incident Overview Panel 

http://www.ijirset.com/


|www.ijirset.com |A Monthly, Peer Reviewed & Refereed Journal| e-ISSN: 2319-8753| p-ISSN: 2347-6710| 

Volume 14, Issue 12, December 2025 

|DOI: 10.15680/IJIRSET.2025.1412033| 

IJIRSET©2025                                      |     An ISO 9001:2008 Certified Journal   |                                      22773 

This figure presents the backend monitoring panel that lists all connected devices along with their student count, 

malpractice incidents, and timestamps. The recent incidents section logs each detected event with object labels, 

providing clear audit trails for invigilators. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Multi-Object Detection Output (YOLO + COCO) 

 

This annotated frame illustrates the system detecting multiple items such as a laptop and keyboard using YOLOv8. 

Bounding boxes with confidence scores highlight recognized objects, demonstrating real-time inference accuracy in 

cluttered environments. 
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Figure 5: Live Malpractice Detection Alert    

 

This figure shows a live camera feed where the system identifies a mobile phone in the student’s hand, marking it with 

a red bounding box. The dashboard immediately raises a malpractice alert, confirming the effectiveness of real-time 

object detection. 

 

VIII. CONCLUSION 

 

The Exam Malpractice Detection System demonstrates the effective use of artificial intelligence, computer vision, and 

real-time video processing to support fair offline examinations. By combining COCO-SSD and YOLOv8 models, the 

system accurately identifies various cheating-related objects while accommodating multiple cameras through laptop, 

mobile, and external devices. A live dashboard presents student counts, device activity, and detected incidents, 

supported by automatic screenshot logging for clear evidence. Testing results show stable performance and high 

detection accuracy across multiple streams. Overall, the system meets all intended objectives and provides a strong 

foundation for future, more advanced AI-based proctoring solutions. 
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